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ABSTRACT

A recent trend in accidental network routing is that the reactive on-demand
philosophywherever routes aren’t established onlyneeded. Mostof the protocols during this class aren'tincorporating correct security
measures. The accidental setting is accessible to each legitimate network users and malicious

attackers. It's been discovered thattotally different completely different protocols wantdifferent methods for security. The
key problems regarding these areas are self-addressed here. The cryptic algorithmic program has been planned during this paper.
This theme will build most  of  the on-demand routing protocols secure. The  study can facilitate in creating
protocols additional studyagainstattacks and standardize parameters for security in protocols. Accidental networks use mobile nodes
to alter communication outside wireless transmission vary. Attacks on accidental network routing protocols disrupt network performance
and responsibility.
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1. INTRODUCTION and decryption operation, it would save ¥4 energy For
example, in battle field or in a police van data
) ) | communicated between vehiclesshould keep confidential
Ad hocnetworkis a set of wireless mobilenodes form a . ] )
) i : ) ; during transmission [1]. Theencryptionschemesuse for
dynamic network without the intervention of centralized .1 | ey ..
. . . providing confidentiality in VANET arenot efficient.
access points or base stations. Ad hocnetw orks requireno
fixed networkinfrastructure and canbe deployed asmulti
hop packet networks rapidly with relatively low expense
networks canbe very useful in scenarios where natural
conditions or time constraints make it impossible to pre-
deploy infrastructure [1]. Mobilenodes in an ad hoc
network havelimited radio transmission range. Nodes that
areunable to communicate directly witheach other require
that intermediate nodes forward packets. Each node acts
router and host. The functionrouting protocol in ad hoc
netw orkis toroutes between differentnodes. Here without
k codi h ire f . . -
netw or c'odlng, cachmessage would require four Fig.1 Use of network coding for transmission. Shaded
transmissions, as shownin fig. 1(2). . . . .
nodes are those involved in transmission.
Without considering the energy required for encryption 2. LITERATUREREVIEW
M. Anjelin Rosy, Assistant Professot, Department of Master of Related work PAMAS
Appl.zcaﬁ.ons(MCA),Er.I”erumalMammekalaz College of In [5] paper, S. Singh proposes PAMAS protocol for
Engineering Hosur, Tamil Nadu. ; .
reducing energy consumption. In an ad hoc network, the
K. Saralasri, Second Year MCA, Er.Perumal Manimekalai College radio channelis shared by all nodes. That is, when a node
of Engineering Hosur, ,Tamil Nadu. transmits datato a specific node, all other node turn them
‘ _ ) ‘ off till the transmission completes. Therefore author
R.Rajeshwari, ‘Seco#d Year MCA, I.:"r.Perumal Manimekalai propose a power aware protocol called PAMAS which
College of Engineering,Hosur, Tamil Nadu. . e
saves energy by turning off nodes not participating in
communication.
Node-join-tree
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In [6] paper, author discuss the problem that, in ad hoc
wireless network and a multicastrequest, thereis a need to
find multicast tree which consumesminimum energy. The
author proposes node-join-tree (N]JT), which is
implemented in distributed fashion.

Random Linear Network Coding

Network Codingused in ad hoc wireless network allows
intermediatenodenot only tostore and forward packetbut
also process and mix different incoming packets. In [7]
author proposes arandom linear network coding (RLNC)
which provides security as well as the advantage of
reduced computation or space overhead. Confidentiality
can be achieved by locking the source coding vector
required to decode the encoded packet, without
interrupting the intermediate node from running their
network coding operation.

Homo morphic Encryption Function

In [9] paper, author proposes an efficient Homo
morphic encryption operation (HEF) perform on Global
Encoding Vector which offer privacy-preserving features,
like un-traceability and message content confidentiality.
This scheme uses random linear coding, where each sink
node invert the GEVs to recover.

3. SECURITYISSUES IN ROUTING PROTOCOLS

Thesourcenodebroadcastsa routerequestto discovera
route tothe destination node. When an intermediatenode
receives therouterequest, it appends itsidentifierin the
request packet and relays the request. The destination node
receives therouterequest, aroutehasbeen set up and
carried in therouterequest. The destination node generates
a routereply containing theroute and sendsit back to the
sourcenodealong thereverse of therouting. The
contemporary routing protocols for ad-hocnetworks with
dynamically changing topology arenot designed to
accommodate defense against malicious attackers. Today’s
routing algorithm are not able to common security threats.
Most of the existing ad hoc routing protocols donot
accommodate any security highly vulnerable to attacks.
Threatsand attacks against ad hoc routing under several
areas ofapplication and suggested [3] Routing information
signed by each node will not work compromised nodes can
generate valid signatures using their private keys.
Detection of compromised nodes through routing
information is difficult due to the dynamic topology of ad
hoc network in protocol, the nodes in an ad hoc network
different security attributes are classified into different trust
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levels. The trust level can be decided by an internal
hierarchy of privileges in an organization. The nodes of the
same trust level share a secret key. When a source
constructsa route discovery message, specifiesthe required
security level for the route. The route discovery message
canbeencrypted by using the secretkey shared by nodes of
same trust level. Only theintermediatenodes thatrequired
security level can processthe message only thesenodes can
decrypt the message. Other nodes drop it. This protocol
provides some protection to routing messages.
Theremaining problemsare: Is the trust level fixed or can
bechanged? How to distribute key within the same trust
level? Haas [4] proposed a secure routing protocol (SRP) for
ad hocnetworks. The assumption of SRP is the existence of
a Security Association between a source node and a
destination node, through which the source node and the
destinte. The mostimportant secure measure used in SRP is
Message Authentication Code, which is calculated by using
the shared secret key two ends.
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Fig.2 Phases of By zantine algorithm

The above fig depicts the 3 phases of the Byzantine
algorithm, i.e. Link Weight Management, Route Discovery
with Fault Avoidance, and Byzantine Fault Detection.

4. PREVENTION USING SYMMETRIC
CRYPTOGRAPHY: SECURITY-AWARE AD HOC
ROUTING (SAR)

SARis an attempttousetraditional shared symmetric
key encryptionin order to provide a higherlevel of security
inad hoc networks. SAR can basically extend any of the
currentad hoc routing protocols withoutany majorissues.
The SAR protocol makes use of trust levels (security
attributes assigned tonodes) to make informed, secure
routing decision. Although currentrouting protocols
discover the shortest path between twonodes, The different
trustlevels areimplemented using shared symmetric keys.
In order for anode to forward or receive a packetit firsthas
todecryptit and thereforeit needs the required key. Any
nodes not on therequested trustlevel will not have the key
and cannot forward or read the packets. Every node
sendinga packet decides what trustlevel to usefor the
transfer and thereby decides the trustlevel required by
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every node thatwill forward the packettoits final
destination.

Nothing is done to prevent intervention of a possibly
maliciousnode from being used for routing, as long as they
have the required key.

If a maliciousnode somehow retrieves the required key the
protocol hasno further security measure to prevent against
theattacker frombringing the entire network to a standstill.
Thereis excessive encryption and decryption required at
each hop.Sincewearedealing with mobile environments
the extra.

Detection and Reaction: Confident[11]

Trust relationships and routing decisions are madebased
on experienced, observed, or reported routingand
forwardingbehavior of other nodes. The protocol hasbeen
described using Dynamic Source Routing (DSR)in the
networklayer.

Each node consists of 4 basic components:

1. The Monitor: w atches itsneighbors for any malicious
behavior.If such behavioris detected, the reputation
systemis invoked.

2. The Reputation System: manages a table consisting of
entries for each node and its ratings. Ratings are changed
accordingtoarate functionthatassigns different weights
tothetypeofbehavior detected.

3. The Trust Manager: responsible for calculating trustlevels
of nodes and dealing with all incoming and outgoing alarm
messages.

4. The Path Manager: manages all pathinformation,i.e.adds,
deletes or updates pathsaccording to the feedback it
receives from thereputation system.

5. PREVENTION USING ONE-WAYHASH
CHAINS: SEAD

Themain objective of the protocol is to avoid any
maliciousnode from falsely advertising a better route or
tamper the sequence number in the packet thatit received
from the source. They basically implement features to
protect modification of routing information such as metric,
sequencenumber and sourceroute. SEAD uses a one-way
hash chains for authenticating the metric and the sequence
number.

Each node createsa one-way hash chain and uses the
elements in groupsof ‘m’ (given m as the diameter of the
netw ork) for each sequence number. Eachnodeuses a
specific single next element fromitshash chainin each
routing update thatit sends aboutitself (metric0). The
upper bound of thenetworkis denoted by (m-1). Anentry
is authenticated by using the sequence number in that entry
todetermine a contiguous group of m elements from that
destination node’s hash chain, one element of which must
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beused toauthenticate that routing update. The one-way
nature of hash chains prevents any node fromadvertising a
route with a greater sequence number than the source’s
sequencenumber.
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6. CONCLUSION AND FUTURE WORKS
Securing an ad hocnetwork is not a simple task. First of
all, algorithm that secures the network must ensure the
authentication procedure. In other words, ensure the
process thataim to confirmthata committing is thenode
that heclaims tobe previous work showsthat with less
transmission in VANET. P-coding a light-weight
encryption scheme canbe used with network coding, to
reduce the energy consumption as well as security in
VANET. P-codingis efficient in computationand requires
minimumenergy for encryptiondecryption operaction.
Theidentity of each committing is confirmed based on four
traditional factors of authentication, which can beused to
confirm theidentity ofa committing:
¢ UseInformation that only the committing knows.
¢ UseInformation thatonly the committing features.

¢ UseInformation that characterizes the committing in
a given context.
® UseInformation thatonly the committing may occur.

Other authentication factors can sometimes be used
as time constraints or location capabilities. But it
cannot guarantee non-repudiation of message.
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